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	CI
	Configuration Item
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	Disaster Recovery Plan
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	Information and Communication Technology
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	Operational Level Agreement
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	Service Level Agreement








1. [bookmark: _Toc216274669]INTRODUCTION
1.1. [bookmark: _Toc216274670][bookmark: _Toc386534360]Overview
<<Public Institution should provide here a high-level description of the institution, including its establishment, main functions, and mission >>.
This ICT Service Management procedures document is used as a strategic approach to designing, delivering, managing and improving the way Information and Communication Technology (ICT) services are provided within << include the name of the institution >>. 
1.2. [bookmark: _Toc216274671]Rationale
<<Describe the reason for the establishment of an ICT Service Management Procedures. An example has been provided below>>
ICT Service Management procedures is established to ensure that all ICT services within << include the name of the institution >>  are planned, delivered, operated, and maintained in a consistent, efficient, and controlled manner and in alignment with  section 2.3.3 of the Creation of Government ICT Management Documents – Technical Guide requires public institutions to create minimum set of nine (9) ICT Management Documents including the ICT service management procedures. These procedures provide a standardized framework that guides ICT operations, minimizes service disruptions, and ensures that ICT resources are used effectively to support institutional objectives.
1.3. [bookmark: _Toc216274672]Purpose
This document provides procedures on designing, delivering, managing and improving information and communication technology (ICT) services within << include the name of the institution >>.
1.4. [bookmark: _Toc216274673] Scope
This document is for all << include the name of the institution>>’s ICT service offered by the ICT <<Unit/Directorate/Department>>.



2. [bookmark: _Toc216274674]PROCEDURES
ICT Service Management is an approach to ICT management in the definition of ICT services and their requirements in such a way that the business user, ICT staff and external user can understand.  It details steps and measurements required to identify successful delivery of these services in such a way that they are of value and use to the customer in relation to the goals that <<include the name of the institution>> has. The ICT Service Management is broadly categorized into two main areas i.e., ICT Service Delivery and ICT Service Support as elaborated below:
2.1 [bookmark: _Toc216274675]ICT Service Delivery
2.1.1 [bookmark: _Toc215498317][bookmark: _Toc216274676]Service Catalogue Management
Service Catalogue Management is the process of creating and maintaining an accurate, up‑to‑date catalogue of all live ICT services available to users. It ensures that the catalogue provides clear information about service details, status, and interdependencies, supporting transparency and effective service delivery.

To ensure efficient and effective Service Catalogue Management, <<include the name of the institution>> shall undertake the following procedures:
i. Formally define all ICT services provided by the ICT Unit.
ii. Ensure each service includes a clear description, service owner and request channels.
iii. The ICT Unit compile all defined services into the official ICT Service Catalogue, as outlined in Table 1.
iv. Updates shall be made whenever new services are introduced, existing services are modified, or services are retired.

Table 1: <<include the name of the institution>> ICT Service Catalogue

	S/NO.
	Service ID
	Service Name
	Description
	Service Owner
	Request Channel

	1. 
	
	
	
	
	

	2. 
	
	
	
	
	

	3. 
	
	
	
	
	

	4. 
	
	
	
	
	

	5. 
	
	
	
	
	

	6. 
	
	
	
	
	

	7. 
	
	
	
	
	


2.1.2 [bookmark: _Toc216274677]Service Level Management
Service level management is the process responsible for defining, negotiating, monitoring, and reviewing the quality of ICT services provided to ensure they meet agreed performance levels and business needs. It focuses on maintaining a clear understanding between the ICT unit and users (or departments) regarding what services are delivered, at what quality, and under what conditions.
Service Level Management sets the scope for all of ICT’s activities by facilitating the definition of the delivery from ICT to << Include the name of the institution >> ICT service users. This is achieved by defining and agreeing on a service catalogue that outlines all ICT services, followed by establishing detailed service specifications and agreements with each service listed in the catalogue. The table below presents the Service Level Management measurements.

Based on the services defined in the service catalogue as shown in Appendix I, the tables below present a breakdown of measurements for ICT services provided by the << Include the name of the institution >>. [Using the parameters provided in the table below, analyse each service to present the Service Level Management measurements for every service as defined in the service catalogue. If the service catalogue is not available, prepare it accordingly]

	Service [ID]

	1
	Name of the Service
	

	2
	Service Level Responsibility 
	

	3
	Short description of Service
	

	4
	Users of the ICT Service on the client-side
	

	5
	Breakdown of the offered Service into Service groups, e.g. along Infrastructure Components or ICT Applications
	

	6
	For each Service group:
	

	
	i. Which Services are offered
	

	
	ii. Handling of Service interruptions (by telephone, by remote access, on site?)
	

	
	iii. User Services (user administration, installation)
	

	
	iv. What quality is required of the offered Services
	

	
	v. Service times
	

	
	vi. Availability requirements
	

	
	vii. Number of interruptions allowed
	

	
	viii. Availability thresholds (xx.xx %)
	

	
	ix. Downtimes for maintenance (number of allowed downtimes, pre-notification periods)
	

	
	x. Procedure for announcing interruptions to the Service (planned/ unplanned)
	

	6
	Service Level Agreement with External Supplier
	

	7
	Performance requirements (e.g., Reliable, Secure)
	



2.1.3 [bookmark: _Toc216274678]ICT Capacity Management
Capacity Management is the process of ensuring that an organization’s ICT resources such as hardware, software, network, and storage are efficiently and effectively used to meet current and future business demands in a cost-effective manner.
It involves monitoring system performance, analysing trends, predicting future requirements, and planning upgrades or optimizations to ensure that ICT services continue to perform well under varying workloads.
Capacity management will ensure that the performance of services, capability of handling and storing and managing the required volumes of information by the ICT resources meets the <<Include the name of the institution>> requirements. 
To ensure effective monitoring and planning of ICT resources, the results of steps in the Capacity Management procedures shall be recorded in the Capacity Management Register, with a sample provided in Appendix I of this document. The following are the <<Include the name of the institution>>’s procedures for ICT Capacity Management;
i. Identify all critical capacity items such as file storage, ICT staff, servers, end-user devices, and internet bandwidth/data usage and document them in the Capacity Management Register.
ii. Assess the current status (specifications) of the identified capacity item (e.g., CPU, RAM, storage, and internet utilization) and record baseline capacity in the Capacity Management Register.
iii. Using business needs, SLAs, user growth projections, historical performance data, and trends of overutilization or underutilization, forecast future capacity requirements. Record the percentage of increase needed per defined time period and the planned or expected capacity in the Capacity Management Register.
iv. Determine threshold levels for each capacity item and define the corresponding Threshold Response Strategy, outlining actions to be taken when thresholds are reached. Document this information in the register.
v. Continuously monitor capacity utilization and performance using automated tools where applicable and capture any emerging trends.
vi. Regularly review and update related records and required actions in the Capacity Management Register. Use the recorded information to develop capacity upgrade requirements, budget proposals, and overall improvement plans.

2.1.4 [bookmark: _Toc216274679]ICT Availability Management
Availability Management refers to the ICT service management process responsible for ensuring that ICT services and systems are available to meet agreed business needs and service level requirements. It focuses on optimizing service uptime, minimizing downtime, and ensuring reliable performance.
This section covers availability management performed on all <<Include the name of the institution>> ICT Services as outlines in service catalogue. The tables below elaborate availability management on each of the ICT service. 
[Using the parameters provided in the table below, elaborate on the availability management of each service as defined in the Service Catalogue]

	Service 1- Service Description
	

	Provide description of the service 

	Service 1- Current SLA and Location
	

	SLA Identifier
	SLA Location

	[SLA-1 ID]
	[Service Level Management Repository]

	Service1 –Current OLA & Location

	OLA Identifier
	OLA Location

	[OLA-1 ID]
	[Operational Level Management Repository]

	Service1 –Current Availability Status 
	

	Insert the Availability status for this service for the past year. (This could be tables, graphs, or text.)

	Service 1-Primary Service Components

	Hardware:
1. Component 1: [Component Identifier]
1. Component 2: [Component Identifier]
1. Component 3: [Component Identifier]
Software:
1. Component 1: [Component Identifier]
1. Component 2: [Component Identifier]
1. Component 3: [Component Identifier]


	Service 1-Anticipated business requirements change

	[Identify any new business requirements that have been identified for this service for the next year. These are not the technical requirements, so use layman’s terms where possible.]


	Service 1- Availability impact of new business requirements

	[Identify any impacts to Availability should the Business Requirements be delivered. In this situation, it could be necessary to identify the impacts to individual infrastructure components]


	Service 1- Recommendation

	[Provide recommendation to address the business requirement changes]



2.1.5 [bookmark: _Toc216274680]ICT Service Continuity Management
ICT Service Continuity Management refers to the systematic process of ensuring that an organization’s critical ICT services can continue operating or be rapidly restored during and after a disruption or disaster.
To ensure ICT Service Continuity, <<Include the name of the institution>>.  should implement all measures in accordance with its Disaster Recovery Plan (DRP). In line with the DRP, the following below are ICT service continuity procedures to be followed by <<Include the name of the institution>>.
i. Through the <<Include the name of the institution>>’s Disaster Recovery Plan (DRP), identify and classify all critical ICT services essential to operations, including their dependencies and priority levels.
ii. Conduct a Business Impact Analysis (BIA) via the <<Include the name of the institution>>’s DRP to assess the impact of potential disruptions, and define Recovery Time Objectives (RTOs), Recovery Point Objectives (RPOs), and acceptable downtime for each critical ICT service.
iii. Define/prepare <<Include the name of the institution>>’s backup and recovery strategies, including alternative solutions and manual workarounds, to ensure continuity of critical ICT services.
iv. Establish Disaster Recovery (DR) sites for <<Include the name of the institution>>’s critical systems, ensuring appropriate backup measures and offsite data replication are in place to enable timely recovery in the event of disruptions.
v. Regularly test continuity plans and backups to verify the effectiveness and integrity of ICT Service Continuity Management, and to retain detailed test reports.

2.1.6 [bookmark: _Toc216274681]ICT Financial Management
ICT financial management deals with ICT related costs and expenditure required to provide a sound ICT services within <<Include the name of the institution>>. This is achieved by planning, budgeting, accounting, controlling, and monitoring financial resources related to the provision ICT services. ICT financial management is performed in collaboration with Planning and Budget <<Section/Unit/Department>>, Finance and Accounting <<Section/Unit/Department>> and Procurement <<Section/Unit/Department>> in accordance with the <<Include the name of the institution>>’s financial management procedures and other financial regulatory requirements. the following below are ICT financial management procedures to be followed by <<Include the name of the institution>>;
i. Identify all ICT financial requirements based on the ICT Strategy, ensuring that every cost item is clearly linked to its corresponding strategic objective, initiative, or project.
ii. Prepare <<annual/semi-annual/quarterly/monthly>> ICT budget that captures all strategic initiatives and operational requirements, using market research and historical cost data to ensure realistic estimates.
iii. Submit the ICT budget to <<include institution’s budget oversight department/unit >> for review and approval, to ensure alignment with institutional strategic goals.
iv. Participate in ICT procurement by conducting technical evaluations and inspections to ensure that all procured/developed/acquired ICT items/service align with the ICT standards to meet the intended needs.
v. Continuously manage ICT contracts and track the validity of service agreements, licenses, subscriptions, and warranty periods, in collaboration with <<include other relevant department/unit/section involved in contract management, e.g., Legal Unit or Procurement Unit>>.
vi. In collaboration with finance and accounting <<Section/Unit/Department>> continuously conduct ICT financial management through tracking expenditure against the approved budget, preparing periodic financial reports, identifying variances, and recommending corrective actions to ensure effective financial controls.

2.2 [bookmark: _Toc216274682]ICT Service Support
2 [bookmark: _Toc77289497][bookmark: _Toc77290540][bookmark: _Toc77292438][bookmark: _Toc77555668][bookmark: _Toc77559055][bookmark: _Toc77842070][bookmark: _Toc79360374][bookmark: _Toc79629276][bookmark: _Toc79629314][bookmark: _Toc89278037][bookmark: _Toc213882525][bookmark: _Toc214123109][bookmark: _Toc214226461][bookmark: _Toc214227049][bookmark: _Toc214287226][bookmark: _Toc214618101][bookmark: _Toc216274683]
3 [bookmark: _Toc77289498][bookmark: _Toc77290541][bookmark: _Toc77292439][bookmark: _Toc77555669][bookmark: _Toc77559056][bookmark: _Toc77842071][bookmark: _Toc79360375][bookmark: _Toc79629277][bookmark: _Toc79629315][bookmark: _Toc89278038][bookmark: _Toc213882526][bookmark: _Toc214123110][bookmark: _Toc214226462][bookmark: _Toc214227050][bookmark: _Toc214287227][bookmark: _Toc214618102][bookmark: _Toc216274684]
1.1 [bookmark: _Toc77289499][bookmark: _Toc77290542][bookmark: _Toc77292440][bookmark: _Toc77555670][bookmark: _Toc77559057][bookmark: _Toc77842072][bookmark: _Toc79360376][bookmark: _Toc79629278][bookmark: _Toc79629316][bookmark: _Toc89278039][bookmark: _Toc213882527][bookmark: _Toc214123111][bookmark: _Toc214226463][bookmark: _Toc214227051][bookmark: _Toc214287228][bookmark: _Toc214618103][bookmark: _Toc216274685]
1.1 [bookmark: _Toc77289500][bookmark: _Toc77290543][bookmark: _Toc77292441][bookmark: _Toc77555671][bookmark: _Toc77559058][bookmark: _Toc77842073][bookmark: _Toc79360377][bookmark: _Toc79629279][bookmark: _Toc79629317][bookmark: _Toc89278040][bookmark: _Toc213882528][bookmark: _Toc214123112][bookmark: _Toc214226464][bookmark: _Toc214227052][bookmark: _Toc214287229][bookmark: _Toc214618104][bookmark: _Toc216274686]
2.2.1 [bookmark: _Toc216274687]ICT Service Desk
The ICT Service Desk serves as the central point of contact for all ICT-related issues within <<Include the name of the institution>>. Its primary objective is to enhance and support the delivery of ICT services by efficiently managing user requests, incidents, and service queries. The Service Desk facilitates communication between users and the ICT department/unit, ensuring timely resolution of issues and provision of technical support. The following are procedures to obtain ICT services from ICT service desk;
i. ICT service user report requests/queries through: <<Include the institution ICT support email/phone number>> or log requests/queries into to <<Include the name of the institution>> helpdesk system [if available].
ii. The ICT Unit/Department record all submitted requests in the helpdesk system or register, assigning a unique reference number to each request.
iii. Categorize and prioritize requests based on their impact and urgency.
iv. Assigned requests to the relevant ICT staff based on category, expertise, and workload.
v. Attend the requested issue/matter and provide feedback to the user.
vi. Upon completion, verify that the request has been fully resolved to the user’s satisfaction.
vii. If a request is not resolved, escalate it to the appropriate support level <<Include the institution’s designated escalation part>>.
viii. Prepare and retain records of the attended requests for regular analysis to identify common issues, recurring requests etc., for continuous improvement.

2.2.2 [bookmark: _Toc216274688]ICT Inventory Management
ICT inventory Management Procedures are formal steps and processes used to track, record, and manage ICT assets within <<Include the name of the institution>>. ICT assets include hardware, software, licenses, network equipment, and other ICT resources. ICT inventory management should be carried out in collaboration with the << Include the name of institution>> Procurement <<Unit/Department>>. The procedures for ICT inventory management are outlined below:
i. Identify and categorize ICT assets by type, such as hardware, software, network devices, and peripherals.
ii. Assign ICT assets to responsible users or departments.
iii. Record ICT asset details in the ICT Inventory Register or System, including serial number, model, description, technical specifications, location, vendor, and warranty/support period. [Note: Ensure the same information is submitted to the Government ICT Service Portal (GISP)]
iv. Monitor asset usage by tracking user allocation, software licensing, asset status, and utilization.
v. Document all transfers or relocations of ICT assets between users or departments and ensure corresponding updates are made in the inventory records.
vi. Perform maintenance, repairs, and upgrades on ICT assets in line with the preventive maintenance plan.
vii. Manage the decommissioning, secure data wiping, and environmentally safe disposal of obsolete ICT assets in accordance with the Public Asset Management Guidelines issued by the Ministry of Finance.

2.2.3 [bookmark: _Toc216274689]Incident Management
Incident Management is the process of identifying, recording, analysing, and resolving ICT related incidents to restore normal service operations as quickly as possible and minimize the impact on business activities.
It ensures that disruptions to ICT services such as system outages, software errors, hardware failures, or user issues are managed efficiently and effectively through a structured and documented process. Outlined below are the incident management procedures to be implemented by the <<Include the name of the institution>>.
i. Identify ICT incidents through user reports, monitoring tools, or automated alerts.
ii. Record all incidents in the incident system/register, assigning a unique reference number and capturing essential details using the incident record sheet provided below.
	Incident Record Sheet

	Unique ID:
	Date and time of recording:
	

	Method of Notification (i.e. telephone, email, internet): 
	

	Incident Urgency
<<Use the templates below to derive to the incident priority>>
	 High                                     Medium                                     Low



	Incident Impact
<<Use the templates below to derive to the incident priority>>
	  High                                  Medium                                     Low



	Incident Priority
<<Use the templates below to derive to the incident priority>>
	Critical       High               Medium          Low          Very Low



	Service Desk Officer
	

	Caller / User Contact
	

	Call back Method
	

	Description of Symptoms
	

	Affected users, Locations, and/or business areas
	

	Affected Services
	

	Incident Priority << Determine the Incident Urgency and the Incident Impact to determine the incident priority. Use the templates below to derive to the incident priority>>

	
	

	Links to related incident records:
	

	Resolution Process: <<State how the incident was resolved>>
	

	IT Staff Name:
	Resolution Date
	Signature:



iii. Assign priority based on impact and urgency (Critical, High, Medium, Low), using the tables provided below.
a. Incident Urgency [However, the above can be relied to the Institutional Risk Rating as per the Risk Management Framework i.e., Extreme, High, Medium, Low etc.]
	Category
	Description

	Highest (H)
	i. Several critical users are affected
ii. Work that cannot be completed by staff is highly time sensitive
iii. The damage caused by the incident increases rapidly


	Medium (M)
	i. The damage caused by the incident increases considerably over time
ii. Few critical users are affected


	Low (L)
	i. The damage caused by the incident increases marginally over time
ii. Work that cannot be completed by staff is not time sensitive




b. Incident Impact
	Category
	Description

	Highest (H)
	i. A large number of staff are affected and/or not able to do their job
ii. The financial impact of the Incident is likely to exceed <<Insert amount likely to be incurred from the incident>>
iii. The damage to the reputation of the Institution is likely to be high


	Medium (M)
	i. A moderate number of staff are affected and/or not able to do their job properly
ii. The financial impact of the Incident is (for example) likely to exceed << Insert lowest amount to be incurred from incident>> but will not be more than<< Insert highest amount likely to be incurred from the incident>>
iii. The damage to the reputation of the Institution is likely to be moderate


	Low (L)
	i. A minimal number of staff are affected and/or able to deliver an acceptable service, but this requires extra effort
ii. The financial impact of the Incident is (for example) likely to be less than <<insert lowest amount likely to be incurred from incident>>
iii. The damage to the reputation of the Institution is likely to be minimal




c. Incident priority [Incident priority is a combination of the incident’s urgency and level of impact to an Institution.  An Incident Priority Matrix is used to determine the level of priority to be given to any incident]
	Priority Code
	Description
	Target Response Time
	Target Resolution Time

	1
	Critical
	Immediate
	<< based on institution’s acceptable time>>

	2
	High
	<< based on institution’s acceptable time>>
	<< based on institution’s acceptable time>>

	3
	Medium
	<< based on institution’s acceptable time>>
	<< based on institution’s acceptable time>>

	4
	Low
	<< based on institution’s acceptable time>>
	<< based on institution’s acceptable time>>

	5
	Very Low
	<< based on institution’s acceptable time>>
	<< based on institution’s acceptable time>>



iv. Route incidents to the appropriate ICT personnel or team based on their area of expertise for timely resolution.
v. Investigate the cause of the incident and attempt immediate resolution or a temporary workaround.
vi. Escalate unresolved or critical incidents to higher support levels or management per escalation matrix.
vii. Implement permanent fixes or approved workarounds to restore the affected system/service, confirm satisfactory resolution with the user.
viii. Update procedures, knowledge bases, and preventive measures based on incident analysis.

2.2.4 [bookmark: _Toc216274690]Problem Management
Problem Management is the process of identifying, analysing, and resolving the root causes of recurring or potential incidents in order to prevent their recurrence and minimize the impact of ICT service disruptions.
Unlike Incident Management, which focuses on restoring normal service operation quickly, Problem Management aims to find and eliminate the underlying causes of issues to improve long-term service stability and reliability. Outlined below are the Problem Management procedures to be used by the <<Include the name of the institution>>.
i. Identify/detect problems through trend analysis, recurring incidents, or major service disruptions, and record each identified problem with a unique reference number, affected systems, and initial impact then record the problem in the problem record sheet (a sample provided below);
	Problem Record Sheet

	Unique ID:
	Date and Time of detection:
	

	Problem Owner: 
	

	Description of Symptoms:
	

	Affected Staff / Departments:
	

	Problem Priority << Determine the Incident Urgency and the Incident Impact to determine the incident priority. Use the templates above in Incident Management to derive to the incident priority>>:
	

	Problem Category (<<hardware error, software error, network error etc.
	

	Links to related problem records
	

	Links to related incident records
	

	Resolution Process: <<State how the problem was resolved>>
	

	ICT Staff Name:
	Resolution Date:
	Signature:



ii. Classify problems based on type, service affected, and severity and prioritize according to business impact and urgency.
iii. Investigate the issue to determine root causes using system logs, incident trends, or diagnostic tools and perform workaround to develop a temporary solution to reduce impact on users while awaiting a permanent fix.
iv. Implement a permanent solution to eliminate the root cause. Verify the fix before applying it to production while coordinating through the Change Management.
v. Verify and confirm that the problem has been fully resolved. Document lessons learned and proceed with closure. During the problem closure process, the following should be confirmed and recorded:
a. Root cause of the problem
b. Identified workarounds (if any)
c. Applied corrective or permanent resolution
d. Date of problem resolution
e. Date of problem closure
vi. Update the Knowledge Base with insights and lessons learned to enhance future monitoring, troubleshooting, and response mechanisms.
2.2.5 [bookmark: _Toc216274691]Release Management
The aim of Release Management is to plan and oversee the successful rollout of hardware and software changes into production. This also ensure that the changes made to hardware and software can be tracked, using the services of configuration management, and that only correct, authorized and tested hardware/software versions are installed. Release management procedures will ensure that all changes such as software updates, patches, or new systems are properly tested, documented, and approved before being implemented in the <<Include the name of the institution>> live environment. The following below are release management procedures to be used by <<Include the name of the institution>>.
i. After the software/hardware has been tested in the test environment and is ready to be moved to the live environment. The ICT personnel responsible should fill in a release details in the release management form (a sample provided below):
	Ref No.
	

	Release Date
	

	Initiator
	

	Name of application
	

	Nature of Software Release
	1) New Software
2) Bug Fix
3) Functionality Change
4) Hardware Installation

	Deployment Path
	5) Production environment
6) Other - Please Specify ______________________________

	Proposed Release Start Date/Time
	

	Proposed Release Completion Date/Time
	

	Downtime Required
	7) Yes - Specify No of. Hours ___________
8) No

	Backup Requirements
	9) Code files
a. Entire Application
b. Only released code files
10) Database

	Rollback Plan (time to start rollback if any issue encountered)
	11) Immediate
12) Other – Please specify _______________________________
_______________________________

	Approval for release management
	Name:

	
	Comments:

	
	Signature: 

	
	Date: 



i. Obtain formal release approval from the <<Include the name of the institution>> ICT Manager/Head/Director, who shall review and sign the release management form prior to implementation.
ii. Prepare or package release components (software, configurations, updates) and ensure version control and documentation.
iii. Deploy the release into the production environment, ensuring that back-out or rollback measures are in place as outlined in the Release Management Form, and communicate any planned downtime or service interruptions to users in advance.
iv. Verify successful deployment and continuously monitor the system for any post-deployment issues, ensuring that any incidents are promptly identified and resolved.
Retain all release management documentation, update the configuration and asset register accordingly, document lessons learned, and formally close the release. 
2.2.6 [bookmark: _Toc216274692]Configuration Management 
Refers to the systematic process of identifying, recording, and controlling changes to an organization’s ICT assets (known as configuration items or CIs) to ensure the integrity and traceability of systems throughout their lifecycle.
Configuration management provides accurate information on configuration and their documentation in order to support all the ICT management and service management processes within <<Include the name of the institution>>. The following below are configuration management procedures to be used by the <<Include the name of the institution>>.
i. Identify all <<Include the name of the institution>> ICT assets and components (hardware, software, network devices, documentation, etc.) that need to be controlled and managed as Configuration Items. This also includes management of stored configuration information held in the Configuration Management Database (CMDB).
ii. Maintain comprehensive records for each Configuration Item (CI), including specifications, location, custodian, relationships/dependencies, and lifecycle status.
iii. Implement a formal change management process for all modifications to CIs, ensuring that changes are properly authorized, tested, and documented.
iv. Conduct periodic monitoring to verify that <<Include the name of the institution>>’s CIs match their documented configuration.
v. Identify and correct discrepancies to maintain integrity of configuration data.
vi. Link configuration management with Incident, Problem, Change, and Release Management processes to ensure consistency and traceability.
2.2.7 [bookmark: _Toc216274693]ICT Change Management
ICT change Management is the formal process of planning, approving, implementing, and reviewing changes to ICT systems, applications, infrastructure, or services in a controlled manner to minimize risk, avoid disruptions, and maintain service integrity.
It ensures that all changes are properly evaluated, authorized, communicated, and documented, maintaining stability while allowing for improvements and updates. The following below are change management procedures to be used by <<Include the name of the institution>>.
i. Users/ICT staff submit a formal Change Request (CR) describing the proposed change, purpose, affected systems, and expected benefits using a Change Request Form as shown in Appendix II.
ii. Verify that the change request contains sufficient details and has been reviewed and endorsed by the relevant department or unit leader.
iii. Categorize changes by type (Major, Minor, Routine, or Emergency) to ensure proper prioritization and handling, using the categorization parameters provided in the table below.
	CHANGE TYPE 
	RISK ASSESSMENT 
	SUBMITTAL AND 
APPROVAL 
REQUIREMENTS 
	USER 
NOTIFICATION 
TIMEFRAME 

	1: Major Change 

[e.g. Planned Operation Systems Patches, Database Patches,
Planned Hardware Upgrade, 
Planned Application Upgrade]
	High Risk 
- Potential to disrupt critical business and activities for many Public Institutions
- Will affect all users if not implemented successfully.
- Affects multiple systems or elements of the infrastructure 
- Complex or lengthy implementation and back-out.
	- Change Request must be submitted 14 days prior to target implementation date.
- Reviewed and approved at CAC Level 
	7 days prior to target implementation date 

	2: Minor Change 

[e.g. Firewall configuration, Security Patches, Fixing a disaster recovery system]
	Medium Risk 
- Minor visibility to users and minimal business and/or Public Institutions impact 
- Impact limited to specific portions of infrastructure 
- Quick and fairly simple back-out.
	- Change Request must be submitted 7 days prior to target implementation date. 
Reviewed and approved at 
supervisor or department Director
level 
	2 days prior to target implementation date 

	3: Routine Change 

[e.g. Installation of a new printer model, deletion of user]
	Low Risk 
- No visibility to users and no business and/or Public Institutions impact 
- Has been implemented in many other areas with no errors.
- Routinely done without any failures on the first attempt.
	- Change Request must be 
submitted 1 day prior to target 
implementation date 
- Reviewed and approved at 
Manager level 
	1-24 hours prior to target 
implementation 

	4: Emergency Change

[Fixing systems problems, Fixing System attacks, Unplanned Upgrades]
	High or Medium Risk
- Critical service is down or severely impaired with disruption to business 
and/or student activities 
- Fix first, and document change after the fact
- Can be unplanned major or minor change
	-If it is emergent due to lack of planning, The change must be approved before execution on a time frame approved by the respective director.
- Otherwise Change Requestor notifies the Help Desk and CAC and ensure that change Request is documented within 2 working days after implementation and release of change
	-If it is emergent due to lack of planning, respective director may determine the user notification time frame, otherwise it should be immediate




iv. Conduct an analysis to justify the proposed change by assessing its potential impact on infrastructure, business operations, dependencies, and technical requirements, as well as identifying associated risks, and recommend the appropriate course of action.
v. Obtain authorization from the designated authority prior to changes implementation; emergency changes may follow fast-track approval. [in case of emergency change it can be completed by email or over the phone, and then it should be later on finalized under official procedures] [Note: Any amendments to the original scope of the change request and planned implementation schedule must be re-submitted for approval to facilitate implementation on the revised schedule]
vi. Develop the change implementation plan that includes back-out or rollback measures and communicate any planned downtime or service interruptions to stakeholders in advance.
vii. Execute the change in accordance with the plan, ensuring all steps are documented and progress is continuously monitored. [Note: Ensure that no changes are implemented in the production environment until all required testing including functionality, performance, and security tests have been completed and appropriate deployment approval has been obtained]
viii. Verify the successful deployment of the change, monitor for any arising issues, and promptly resolve post-change incidents.
ix. Document the completion of the change, update the configuration management register, retain all related ICT change documentation, and formally close the change.



3. [bookmark: _Toc216274694]IMPLEMENTATION, REVIEWS AND ENFORCEMENT
3.1. [bookmark: _Toc71883646][bookmark: _Toc216274695]Implementation and Reviews
3.1.1. This document shall come into operation once tabled and agreed in management meeting, and approved, and then shall be considered mandatory for all <<include the name of the institution>>’s business operations.
3.1.2. <<Include the name of the institution>>’s management will use this document in conjunction with the documents in section 5, below to ensure that it operated within a well geared ICT ecosystem.
3.1.3. All employees and other authorised users of <<include the name of the institution >> ICT services shall comply with requirements of this document. 
3.1.4. The head responsible for ICT shall enforce compliancy by using audit trails and triggering access denial to <<include the name of the institution >> systems and networks.
3.1.5. <<Include the name of the institution >> staff found to have violated this policy may be subject to withdrawal and or suspension of systems and network privileges or disciplinary action in accordance with rules defined by <<include the name of the institution >> administrative regulations.
3.1.6. This document shall be reviewed within three years, or whenever business environment of <<include the name of the institution >>changes in a way that affects this current document.
3.2. [bookmark: _Toc71883647][bookmark: _Toc216274696]Exceptions
3.2.1. In case of any exceptions to this document, it shall be thoroughly documented and follow through a proper channel of authorization using the same authority which approved this document.


3.3. [bookmark: _Toc71883648][bookmark: _Toc216274697]Roles and Responsibilities
3.3.1. [bookmark: _Toc216274698]Board of directors or accounting officer, whichever applies
3.3.1.1. Review and approve the Policies, and provide strategic directives on utilisation of ICT in order to enhance productivity by ensuring effective and efficient systems; and
3.3.1.2. Ensure implementation of the ICT services management processes. 
3.3.2. [bookmark: _Toc216274699]ICT Steering Committee
3.3.2.1. Shall review and provide advice on ICT investment portfolio and priorities; 
3.3.2.2. Shall ensure alignment of ICT with the <<include the name of the institution>>’s business needs; 
3.3.2.3. Shall ensure e-Government guidelines and standards are implemented by the <<include the name of the institution>>;
3.3.2.4. Shall ensure continuous monitoring and evaluation of <<include the name of the institution>> ICT project;
3.3.2.5. Shall review and approve <<include the name of the institution>> disaster recovery plan and ensure its effective implementation;
3.3.2.6. Shall approve any other <<include the name of the institution>> e-Government sub-committee as may, from time to time, be constituted and address specific ICT related matters;
3.3.2.7. Shall prepare and submit quarterly e-Government progress report to the Authority; and
3.3.2.8. Shall perform such other functions as may be directed by the accounting officer or the Authority.

3.3.3. [bookmark: _Toc216274700]Directors/ Managers/Head of Sections/Units
3.3.3.1. Shall ensure that all users under their supervision are aware and comply with this document;
3.3.3.2. Shall provide adequate and appropriate protection of ICT assets and resources under their control;
3.3.3.3. Shall ensure availability, integrity and confidentiality of information produced by systems under their areas of functional responsibilities and thereby ensure continuity of operations;
3.3.3.4. Shall review and approve procedures, standards, policies and guidelines developed from this policy for the purpose of maintaining business continuity and security of <<include the name of the institution>>’s ICT resources; and
3.3.3.5. Shall be custodian of “Data and Information” for their respective Departments/sections/Units.
 
3.3.4. Head of ICT <<section/unit/department>>
Subject to general oversight of <<board of directors or accounting officer, whichever applies>> and advice of the ICT Steering Committee, the Head responsible for ICT shall oversee the overall implementation of this policy; and in particular he/she shall:
3.3.4.1. Coordinate the review and amendment of this document, as and when required in order to accommodate new technologies or services, applications, procedures and perceived dangers;
3.3.4.2. Keep abreast of ICT developments in respect of ICT industry in General and <<include the name of the institution>>’s systems in particular.
3.3.4.3. Initiate and recommend proposals to change, modify or improve this document; and
3.3.4.4. Recommend procedures, standards and policies for effective implementation of this policy in line with e-Government Standards and Guidelines.
3.3.4.5. Be the custodian of all ICT resources of <<include the name of the institution>> including those centrally stored in server room/data centre.
3.3.5. [bookmark: _Toc216274701]Head of Internal Audit Unit
3.3.5.1. Shall audit the ICT Function of <<include the name of the institution>> and assess compliancy with the document. 

3.3.6. [bookmark: _Toc216274702]Users of ICT Systems
3.3.6.1. Shall be responsible to safeguard ICT assets of <<include the name of the institution>> in their custody.
3.3.6.2. Shall comply with this document.

3.4. [bookmark: _Toc71883649][bookmark: _Toc216274703]Monitoring and Evaluation
3.4.1.1. [bookmark: _Toc386534371]ICT Steering Committee shall meet at least quarterly to monitor and evaluate the achievements in ICT initiatives against <<include the name of the institution >>ICT Policy, Strategic Plan and Enterprise Architecture.

4. [bookmark: _Toc216274704]RELATED DOCUMENTS
4.1.  e-Government Guidelines, 2017.
4.2. e-Government Act, 2019.
4.3. ICT Policy.
4.4. ICT Security Policy.
4.5. Disaster Recovery Plan (DRP).
5. [bookmark: _Toc386534372][bookmark: _Toc216274705]DOCUMENT CONTROL
	Revision
	Name
	Comment
	Date

	Ver. 1.0
	
	Creation of Document
	









APPENDICES
[bookmark: _Toc216274707]APPENDIX I: CAPACITY MANAGEMENT REGISTER
	S. No
	Capacity Item
	Current Capacity specification/
status
	% Increase Needed
Per <time period>
	Planned/Expected Growth capacity specification/status in time
	Capacity
Thresholds
	Threshold Response Strategy
(Action to Be Taken Upon Reaching Threshold(s))

	1.
	<Examples of capacity types are File storage, ICT Staff, Servers, End-user Devices.>
	<Describe currently available capacity.>
	<enter projected increases over intervals of time>
	<Outline future/expected growth expectations>
	<enter acceptable capacity threshold(s)in %> 
	<enter response strategies to varying threshold limits. Threshold is defined as the level at which an event or change occurs>

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	













[bookmark: _Toc439016614][bookmark: _Toc216274708]APPENDIX II:  CHANGE REQUEST FORM


	CHANGE REQUEST FORM

	TO
	
	e.g. By E-mail

	CC
	
	e.g. By E-mail

	REQUESTOR
	
	TEL
	

	REQUESTOR DEPARTMENT
	
	REQUESTOR SECTION
	

	SUBJECT
	

	DATE
	

	CHANGE REQUEST NUMBER
	
	CHANGE TYPE (PLANNED/EMERGENT)
	

	SERVICE AFFECTING (YES/ NO)
	
	CLASSIFICATION (MAJOR/MINOR/ROUTINE)
	



PURPOSE 
PURPOSE 


(What are reasons for change?)
GENERAL



(What will be changed, what are the associated advantages and disadvantages? 
What are the risks of implementing and not implementing the changes?
How will the disruption to the normal services be minimized?
What is the potential business and user impact during the implementation of the change?
Who will be affected by the change?
What is the communication plan and how will those affected by the change be informed?)
AFFECTED NETWORK ELEMENTS (SYSTEMS/APPLICATIONS etc.)


      PREPARATORY WORK



What need to be done before the change implementation? What need to tested, which tools need to be available


ACTION - CHANGE REQUEST FORM
TO		e.g. By E-mail
CC		e.g. By E-mail
REQUESTOR		TEL	
REQUESTOR DEPARTMENT		REQUESTOR SECTION	
SUBJECT	
DATE	
CHANGE REQUEST NUMBER		CHANGE TYPE (PLANNED/EMERGENT)	
SERVICE AFFECTING (YES/ NO)		CLASSIFICATION (MAJOR/MINOR/ROUTINE)	


(What are reasons for change?)

(What will be changed, What are the associated advantages and disadvantages? 
What are the risks of implementing and not implementing the changes?
How will the disruption to the normal services be minimized?
What is the potential business and user impact during the implementation of the change?
Who will be affected by the change?
What is the communication plan and how will those affected by the change be informed?)


      
What need to be done before the change implementation? What need to tested, which tools need to be available

How will the change be implemented and managed? What are the tasks involved?


What is the required outcome and how will this be tested?


What will be done if the changes fail?












 



1.	Approved? Not Approved? If not approved state reasons for rejection and way forward.

¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬
2.	Approved? Not Approved? If not approved state reasons for rejection and way forward.

¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬¬______________________________________________________________

3.	Approved? Not Approved? If not approved state reasons for rejection and way forward.

______________________________________________________________

4.	Approved? Not Approved? If not approved state reasons for rejection and way forward.
Etc.




How will the change be implemented and managed? What are the tasks involved?
POST JOB ORDER EXECUTION / TEST PLAN


What is the required outcome and how will this be tested?
FALLBACK PLAN


What will be done if the changes fail?
IMPLEMENTATION DATE / TIME AND WORK DURATION



IMPLEMENTATION OFFICER NAME AND CONTACTS



CONTROLLING OFFICER NAME AND CONTACTS



SUPPORT / STANDBY NAMES AND CONTACTS 


COMPLETION CONFIRMATION 

 


AUTHORISATION (NAME/TITLE/CONTACTS/RECOMMENDATION)

1. Approved? Not Approved? If not approved state reasons for rejection and way forward.


2. Approved? Not Approved? If not approved state reasons for rejection and way forward.

______________________________________________________________

3. Approved? Not Approved? If not approved state reasons for rejection and way forward.

______________________________________________________________

4. Approved? Not Approved? If not approved state reasons for rejection and way forward.
Etc.
AFFECTED NETWORK ELEMENTS (SYSTEMS/APPLICATIONS etc.)
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